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PURCHASING AND PRINTING DOCUMENTS 
FROM THE INTERNET 



FIELD OF THE INVENTION 
This invention relates in general to printing documents from a 
network and, more particularly, to a system and method for providing tamper 
resistant document purchasing and printing over the Internet. 

BACKGROUND OF THE INVENTION 
Many publishers and vendors of publications offer Internet 

purchasing services where consumers may buy publications over the Internet. 

Once purchased, the publications are typically delivered by a parcel service that 

may take two to three days. 

Some consumers would rather immediately print a purchased 

document or a portion of the document rather than wait for it to be delivered. 

However the publishers and vendors are reluctant to provide a document to a 

consumer in electronic format for printing since, once provided in electronic 

format, the document may easily be copied and distributed to others without 

compensation to the publisher. 

In order to provide a satisfactory solution to the publishers and 

vendors, a document provided in electronic form to a consumer must have some 

copy protection so that multiple copies of the document may not be printed. 

However, the copy protection must allow a consumer to reprint pages that were 

not properly printed the first time. 

SUMMARY OF THE INVENTION 
According to principles of the present invention, an original receipt 
is created for a document on a server. The receipt is copied from the server to 
an agent service. The agent service requests a page of the document from the 
server. The server provides the requested page to the agent service then 
updates the original receipt to indicate the requested page has been provided to 
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the agent service. The agent service communicates the requested page to an 
output device. The output device prints the page. When the output device has 
finished printing the page, the output device confirms to the agent service that 
the page has been successfully printed. Once the agent service receives 
5 confirmation from the output device that the page has been printed, the agent 
service updates the copy of the receipt to indicate that the page has been 
printed. 

According to further principles of the present invention, the page is 
encrypted before being provided to the agent service. The output device then 
10 decrypts the page before printing the page. 

Other objects, advantages, and capabilities of the present invention 
will become more apparent as the description proceeds. 



DESCRIPTION OF THE DRAWINGS 
Figure 1 is block diagram illustrating one embodiment of a system 
15 of the present invention for printing a document from a server. 

Figure 2 is a flow chart illustrating one embodiment of the method 
of the present invention. 



DETAILED DESCRIPTION OF THE INVENTION 
Figure 1 illustrates, in block diagram form, one embodiment of the 
20 present invention. A host device 2 communicates with a network document 
provider system (NDPS) 4 and an output device 6. Running as applications on 
host device 2 are web browser 8 and print job agent 10. Host device 2 is any 
device or system, such as a general purpose computer, capable of running web 
browser 8 and agent service 10 and also communicating with NDPS 4 and 
25 output device 6. 

NDPS 4 is a device or system that includes a web server 14 and a 
print job server 16. Web server 14 and print job server 16 either reside on a 
single general purpose computing device (not shown) or web server 14 and print 
job server 1 6 reside on any number of devices or systems, either together or 
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separately. Document 12 resides on NDPS 4. In one embodiment, document 
12 also resides on print job server 16. 

Output device 6 is any device capable of printing a document. 
Optionally, output device 6 includes a serial number 18 having an associated 
5 private key 20. Serial number 18 and private key 20 are unique to output 

device 6. Private key 20 has a corresponding public key 22 that is accessible by 
print job server 16. Public key 22 is a key for encrypting documents that may 
only be decrypted using private key 20. 

Referring now to Figure 2, a method is illustrated for printing 

10 document 1 2 or a portion of document 1 2. If host device 2 and NDPS 4 are not 
already communicating, a communication path 24 is created 26 between host 
device 2 and NDPS 4. Creating 26 communication path 24 may be 
accomplished in any manner. For example, communication path 24 may be 
created by browsing to web server 14 using web browser 8. 

15 Next, web server 14 tests 28 host device 2 to determine whether 

host device 2 includes the necessary software for running agent service 10. 
Although it is desirable that web server 14 test 28 host device 2, it is not 
necessary. In order to test 28 host device 2, web server 14 provides content to 
web browser 8 causing web browser 8 to load a plug-in 30. Plug-in 30 sends 

20 information back to web server 14 indicating that host device 2 includes the 

necessary software for running agent service 10. If plug-in 30 does not load or 
does not send the information to web server 14, host device 2 fails the test 28 
and an alternate method for providing document 1 2 to a user of host device 2 is 
used 32. 

25 Alternatively, instead of using plug-in 30 to send the information to 

web server 14, web server 14 may query web browser 8 using signed Java 
applets to determine whether host device 2 includes the necessary software for 
running agent service 10. 
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If document 12 is to be purchased, web server 14 and browser 8 
interact to perform a commercial transaction 34. Alternatively, no commercial 
transaction need take place or the commercial transaction may take place at a 
different time or through a different medium, such as a telephone transaction. 
5 An original receipt 36 is then created 38 on print job server 16. 

Optionally, a copy 42 is then made and provided 40 to print job agent 10. Copy 
42 is first transferred through web server 14 to web browser 8. Copy 42 
causes plug-in 30 to load, if it has not already loaded. Plug-in 30 transfers copy 
42 to print job agent 10. 

10 Next, a portion of document 1 2 is transferred 42 to print job agent 

10. The portion may be any amount of document 12 or all of document 12. A 
convenient size for the portion is one page. 

Any means of transferring 42 the portion of document 1 2 to print 
job agent 10 will suffice. In one embodiment, in order to provide a portion of 

15 document 12 to print job agent 10, first print job agent 10 initiates a session 
between print job agent 10 and print job server 16. Next, print job agent 10 
obtains serial number 18 from output device 6 and relays serial number 1 8 to 
print job server 16. Print job server 16 then uses serial number 18 to obtain 
public key 22. Print job agent 10 then requests the portion of document 12 

20 from print job server 16. 

Upon receiving the request, print job server 16 references original 
receipt 36 to ensure that print job server 1 6 has not already send the portion of 
document 12 more than an acceptable number of times. A vendor or publisher 
may determine how many times print job server 16 may send each portion of a 

25 document 1 2 to print job agent 10. Allowing some number of resends accounts 
for possible errors in printing portions of document 12. Limiting the number of 
resends prevents multiple complete reprinting of document 12. 

If the portion of document 1 2 has not yet been sent more than the 
acceptable number of times, print job server 16 encrypts the portion of 

30 document 1 2 using public key 22 and provides the encrypted portion of 

document 1 2 to print job agent 1 0. Print job server 1 6 then updates original 
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receipt 36 to indicate the portion of document 1 2 has been sent to print job 
agent 10. 

In an alternate embodiment, a symmetric key is encrypted by print 
job server 16 using public key 22 and then sent to print job agent 10. Print job 
5 agent 10 forwards the encrypted symmetric key to output device 6. Output 
device 6 then decrypts the symmetric key. Print job server 1 6 uses the 
symmetric key to encrypt the portion of document 1 2 before providing the 
portion of document 12 to print job agent 10. In still another embodiment, the 
portion of document 12 is not encrypted before being sent to print job agent 10. 

10 If the portion of document 12 was encrypted using public key 22, 

output device 6 decrypts the portion of document 1 2 using private key 20. If 
the portion of document 1 2 was encrypted using a symmetric key, output 
device 6 decrypts the portion of document 12 using the symmetric key. If the 
portion of document 12 is not encrypted, no decryption is performed by output 

15 device 6. Output device 6 then prints 42 the portion of document 1 2. 

Next, if desired, output device 6 may report to print job agent 6 
that the portion of document 12 has been successfully printed. If copy 42 has 
been provided to print job agent 10, print job agent 10 optionally updates copy 
42 to indicate the portion of document 12 has been successfully printed. 

20 If more than one portion of document 12 is to be printed, either 

print job agent 1 0 requests the next portion of document 1 2 or print job server 
1 6 decides to send the next portion of document 1 2. The process of providing 
portions of document 1 2 to print job agent 10 and output device 6 continues 
until all of the desired portions of document 12 have been printed. It is not 

25 necessary for a portion of document 1 2 to finish printing before the next portion 
of document 12 is sent to print job agent 10. 

In one embodiment of the present invention, if a printing error 
occurs while printing a portion of document 12, print job agent 10 notifies print 
job server 16 and print job server 16 resends the portion that failed to print 

30 properly. This provides a means to overcome printing errors. However, a 
publisher or vendor may limit the number of times a portion of document 12 



Case 109 8 2057-1 



6 

may be reprinted by setting the acceptable number of times a portion of 
document 12 may be reprinted. 

It should be understood that the foregoing description is only 
illustrative of the invention. Various alternatives and modifications can be 
devised by those skilled in the art without departing from the invention. 
Accordingly, the present invention is intended to embrace all such alternatives, 
modifications and variances that fall within the scope of the appended claims. 
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CLAIMS 



What is claimed is: 

1 1 . A method for printing a document accessible by a server, 

2 the method comprising: 

3 (a) creating on the server an original receipt for the document; 

4 (b) providing at least one portion of the document from the 

5 server to a print job agent; 

6 (c) updating the original receipt to indicate the at least one 

7 portion of the document was provided to the print job agent; 

8 (d) communicating the at least one portion of the document 

9 from the print job agent to an output device; and, 

10 (e) printing the at least one portion of the document using the 

1 1 output device. 

1 2. The method of claim 1 further including: 

2 (a) copying the original receipt to the print job agent; and, 

3 (b) updating the copy of the receipt to indicate the at least one 

4 portion of the document was printed. 

1 3. The method of claim 1 further including before providing the 

2 at least one portion of the document from the server to the print job agent, the 

3 print job agent requesting the at least one portion of the document. 

1 4. The method of claim 1 further including uniquely identifying 

2 the output device to the server. 

1 5. The method of claim 4 wherein uniquely identifying the 

2 output device to the server includes conveying a serial number of the output 

3 device to the server. 
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1 6. The method of claim 1 further including: 

2 (a) the server encrypting the at least one portion of the 

3 document before providing the at least one portion of the document to the print 

4 job agent; and, 

5 (b) the print job agent decrypting the at least one portion of the 

6 document before communicating the at least one portion of the document to the 

7 output device. 

1 7. The method of claim 6 further including: 

2 (a) uniquely identifying the output device to the server; 

3 (b) the server obtaining a device specific public key for the 

4 output device; and, 

5 wherein the server encrypting the at least one portion of the 

6 document includes the server using the public key to encrypt the at least one 

7 portion of the document. 

1 8. The method of claim 6 further including the server 

2 communicating a symmetric key to the output device and wherein the server 

3 encrypting the at least one portion of the document includes the server using 

4 the symmetric key to encrypt the at least one portion of the document. 

1 9. A system for printing a document accessible by a server, 

2 the system comprising: 

3 (a) a server having access to the document; 

4 (b) means for creating an original receipt for the document on 

5 the server; 

6 (c) a print job agent; 

7 (d) means for providing at least one portion of the document 

8 from the server to the print job agent; 

9 (e) means for updating the original receipt to indicate each 
10 portion of the document provided to the print job agent; 
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1 1 (f) an output device for printing the at least one portion of the 

12 document; and, 

13 (g) means for communicating the at least one portion of the 

14 document from the print job agent to the output device. 

1 10. The system of claim 9 further including: 

2 (a) means for copying the original receipt to the print job agent; 

3 and, 

4 (b) means for updating the a copy of the receipt to indicate 

5 each portion of the document printed. 

1 11. The system of claim 9 further including means for the print 

2 job agent to request at least one portion of the document from the server. 

1 12. The system of claim 9 further including means for uniquely 

2 identifying the output device to the server. 

1 13. The system of claim 12 wherein the means for uniquely 

2 identifying the output device to the server includes means for conveying a serial 

3 number of the output device to the server. 

1 14. The system of claim 9 wherein: 

2 (a) the server further includes means for encrypting the at least 

3 one portion of the document; and, 

4 (b) the print job agent further includes means for decrypting an 

5 encrypted portion of the document. 

1 15. The system of claim 14 further including: 

2 (a) means for uniquely identifying the output device to the 

3 server; 
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4 (b) means for providing to the server a device specific public 

5 key for the output device; and, 

6 wherein the means for encrypting the at least one portion of the 

7 document includes means for using the public key to encrypt the at least one 

8 portion of the document. 

1 16. The system of claim 14 further including means for 

2 communicating a symmetric key from the server to the output device and 

3 wherein the means for encrypting the at least one portion of the document 

4 includes means for using the symmetric key to encrypt the at least one portion 

5 of the document. 

1 17. A program storage system readable by a computer, tangibly 

2 embodying a program, applet, or instructions executable by the computer to 

3 perform method steps for printing a document accessible by a server, the 

4 method steps comprising: 

5 (a) creating on the server an original receipt for the document; 

6 (b) providing at least one portion of the document from the 

7 server to a print job agent; 

8 (c) updating the original receipt to indicate the at least one 

9 portion of the document was provided to the print job agent; 

10 (d) communicating the at least one portion of the document to 

1 1 an output device for printing the at least one portion of the document. 

1 1 8. The program storage system of claim 1 7 wherein the 

2 method steps further include: 

3 (a) copying the original receipt to the print job agent; and, 

4 (b) updating the copy of the receipt to indicate the at least one 

5 portion of the document was printed. 
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1 19. The program storage system of claim 17 wherein the 

2 method steps further include uniquely identifying the output device to the 

3 server. 

1 20. The program storage system of claim 17 wherein the 

2 method steps further include: 

3 (a) encrypting the at least one portion of the document before 

4 providing the at least one portion of the document from the server to the print 

5 job agent; and, 

6 (b) decrypting the at least one portion of the document before 

7 communicating the at least one portion of the document from the print job agent 

8 to the output device. 
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ABSTRACT 

An original receipt is created for a document on a server. The 
receipt is copied from the server to a print job agent. The print job agent 
requests a page of the document from the server. The server provides the 
requested page to the print job agent then updates the original receipt to 
5 indicate the requested page has been provided to the print job agent. The print 
job agent communicates the requested page to an output device. The output 
device prints the page. When the output device has finished printing the page, 
the output device confirms to the print job agent that the page has been 
successfully printed. Once the print job agent receives confirmation from the 
10 output device that the page has been printed, the print job agent updates the 
copy of the receipt to indicate that the page has been printed. 



Case 10982057-1 




o 



Is 



CO i 



r 26 

CREATE COMMUNICATION 
PATH BETWEEN HOST 
DEVICE AND NDPS 



-28 



TEST HOST 
DEVICE 



-32 



PASS 
? 



NO 


USE ANOTHER 


> > 


METHOD 



YES 



-34 



COMMERCIAL 
TRANSACTION 



-38 



CREATE 
RECEIPT 



/-40 

± L 

PROVIDE COPY OF RECEIPT 
TO PRINT JOB AGENT 



-42 



PRINT PORTION OF 
DOCUMENT 



FIG. 2 



PATENT APPLICATION 



DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION 



ATTORNEY DOCKET IMP. 10982 057-1 



As a below named inventor, I hereby declare that: 

My residence/post office address and citizenship are as stated below next to my name; 

I believe I am the original, first and sole inventor {if only one name is listed below) or an original, first and 
joint inventor (if plural names are listed below) of the subject matter which is claimed and for which a 
patent is sought on the invention entitled: 

Purchasing And Printing Documents From The Internet 

the specification of which is attached hereto unless the following box is checked: 



{ ) was filed on _ 
Number 



as US Application Serial No. or PCT International Application 

_ and was amended on (if applicable). 



I hereby state that I have reviewed and understood the contents of the above-identified specification, 
including the claims, as amended by any amendment(s) referred to above. I acknowledge the duty to 
disclose all information which is material to patentability as defined in 37 CFR 1.56. 

Foreign Application(s) and/or Claim of Foreign Priority 

I hereby claim foreign priority benefits under Title 35, United States Code Section 119 of any foreign application(s) for patent or 
inventor(s) certificate listed below and have also identified below any foreign application for patent or inventor(s) certificate having 
a filing date before that of the application on which priority is claimed: 



APPLICATION NUMBER 



Provisional Application 

I hereby claim the benefit under Title 35, United States Code Section 119(e) of any United States provisional application(s) listed 



APPLICATION SERIAL NUMBER 



U. S. Priority Claim 

I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States application(s) listed below and, 
insofar as the subject matter of each of the claims of this application is not disclosed in the prior United States application in the 
manner provided by the first paragraph of Title 35, United States Code Section 112, I acknowledge the duty to disclose material 
information as defined in Title 37, Code of Federal Regulations, Section 1.56(a) which occurred between the filing date of the prior 
application and the national or PCT international filing date of this application: 



APPLICATION SERIAL N' 



POWER OF ATTORNEY: 

As a named inventor, I hereby appoint the following attorney(s) and/or agent(s) listed below t 
transact all business in the Patent and Trademark Office connected therewith. 



Leslie G. Murray 
Reg. No. 31,183 



Anthony J Baca 
Reg. No. 33,472 



Lane R. Simmons 
Reg. No. 37,721 



prosecute this applic 

Robert C. Mayes 
Reg. No. 30,405 



Send Correspondence to: 
IP Administration 


Direct Telephone Calls To: 


Legal Department, 20BN 




HEWLETT-PACKARD COMPANY 


P.O. Box 10301 




F'.ilci Alto. C.ilrfornin 94303 0390 





I hereby declare that all statements made herein of my own knowledge are true and that all statements 
made on information and belief are believed to be true; and further that these statements were made 
with the knowledge that willful false statements and the like so made are punishable by fine or 
imprisonment, or both, under Section 1001 of Title 18 of the United States Code and that such willful 
false statements may jeopardize the validity of the application or any patent issued thereon. 

Citizenship: US 




(Use Page Two For Additional Inventorls} Signature(s)) 



DECLARATION AND POWER OF ATTORNEY 
FOR PATENT APPLICATION (continued) 



ATTORNEY DOCKET NO. 10982057-1 



Full Name of # 2 joint inventor: James Clough 
Residence: 
Post Offk&)\ddress: 



465 E Wakely St. Meridian, ID 83642 



/ame as residence 




Full Name of # 3 joint inventor: 
Residence: _ 
Post Office Address: _ 



inventor s signature 



Full Name of # 4 joint 

Residence: 

Post Office Address: 



Inventor's signature 



Full Name of # 5 joint inventor: 

Residence: 

Post Office Address: 



inventor's Signature 



Full Name of # 6 joint inventor: 

Residence: 

Post Office Address: 



inventor s Signature 



Full Name of # 7 joint inventor: 
Residence: _ 
Post Office Address: _ 



inventor s signature 



Full Name of # 8 joint inventor: 

Residence: 

Post Office Address: 



inventor'! 



(Use Page Two For A 



al Inventor(s) Signature(s)) 



